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Part A – Improving Front-End
The code provided has several security issues that jeopardize the users’ credentials.

1 – Visible credentials issue:

 If you take the GET method for example, once you submit your form, the entered username and the password will appear in the URL, which is a big security vulnerability. The GET request will append data to the URL as query parameters, meaning your sensitive and supposed to be hidden information such as userId and password become visible directly as such “user_credential_check.php?userId=StudentA&password=Studydotcom1!” for example, and you can also see this information in the browser history or server logs for instance. To fix this, we can use the POST method to send data in the body of the HTTP request, keeping it hidden from the URL and the logs, that way it’s more secure for transmitting login credentials.
2 – Input Type for the Password:
The code provided have <input type='text' id='password' name='password' size='20'> which will expose the password in plain text while the user is typing his passowrd, visible passwords should be optional, with a small button to show you if you made a mistake while typing only, but not as a text in the form. To secure this step, we need to change the type of input for the password from text <input type='text' id='password' name='password' size='20'> to <input type='password' id='password' name='password' size='20' required> which makes the inputs as either dots or asterisks, so in case someone is sitting next to you, they can’t see your password.
3 – Other security issues:
The form should be sent through HTTPS, the POST method itself is still insecure sending data through HTTP. The form lacks CSRF tokens as well, making it a vulnerable to cross-site requests attacks. We can add input validation as well for a better user experience.

Improved From:
<form method="post" action="user_credential_check.php" autocomplete='off'>
<input type="hidden" name="csrf_token" value="<?php echo $_SESSION['csrf_token'] ?? ''; ?>">
<label for="userId">Your User ID: </label>
<input type="text" id="userId" name="userId" size="20" required autocomplete="username"> 
<label for="password">Your Password: </label>
<input type="password" id="password" name="password" size="20" required autocomplete="current-password">
<input type="submit" value="Submit">
</form>



Part B - Improving Back-End
1 – GET vs POST Methods Summary:

The provided PHP code contains several critical security vulnerabilities that could lead to complete system compromise and unauthorized access to sensitive user data.
The code uses $_GET to retrieve user credentials, ( Same as part A above ) which means sensitive login information is transmitted through URL parameters. GET requests append data to the URL, making usernames and passwords visible in browser address bars, web server logs, browser history, and referrer headers. This exposes credentials to anyone who can view these locations. POST requests, in other hand, send data in the request body, keeping sensitive information hidden from URLs and logs. POST is the appropriate method for authentication because it's designed for operations that change server state and handle sensitive data securely.
2 – SQL Injection Vulnerability Analysis:
One critical issue in the code provided is:
$query = "SELECT * FROM users WHERE id = '$uid' and pw = '$upw'";
This piece of code creates an easy target for an SQL injection attack vector where malicious user can execute the injection where a condition is always true, or just comment the password step and bypassing the password process, allowing unauthorized login without valid credentials, or worse, extract data or deleting it completely causing interruptions and downtime and data loss.
2 – PHP Data Objects (PDO):
The PHP Data Objects (PDO) extension defines a lightweight, consistent interface for accessing databases in PHP. Each database driver that implements the PDO interface can expose database-specific features as regular extension functions. Note that you cannot perform any database functions using the PDO extension by itself; you must use a database-specific PDO driver to access a database server.
PDO provides a data-access abstraction layer, which means that, regardless of which database you're using, you use the same functions to issue queries and fetch data. PDO does not provide a database abstraction; it doesn't rewrite SQL or emulate missing features. You should use a full-blown abstraction layer if you need that facility. The biggest advantage is its support for prepared statements with bound parameters. Instead of directly inserting user input into SQL queries, PDO placeholders (? or named parameters like :userId) keep user input separate from the query structure.


Improved From:
<?php
session_start();
// Check if request is POST
if ($_SERVER['REQUEST_METHOD'] !== 'POST') {
    die('Use POST method for login');
}
// Get data from POST
$uid = $_POST['userId'] ?? '';
$upw = $_POST['password'] ?? ''; 
// let’s start validate input 
if (empty($uid) || empty($upw)) {
    die('Username and password required');
}
try {
    // Database connection with PDO
    $pdo = new PDO(
        'mysql:host=localhost;dbname=studydotcom_database;charset=utf8mb4', 
        'username', 
        'password',
        [PDO::ATTR_ERRMODE => PDO::ERRMODE_EXCEPTION]
    ); 
    // Fetch user by ID only
    $query = "SELECT * FROM users WHERE id = ?";
    $stmt = $pdo->prepare($query);
    $stmt->execute([$uid]);
    $user = $stmt->fetch(PDO::FETCH_ASSOC); 
    // Verify password using password_verify()
    if ($user && password_verify($upw, $user['pw'])) {
        $_SESSION['user'] = $user['id'];
        echo "Login successful. Welcome, " . htmlspecialchars($user['id']);
        // You can redirect to dashboard here with header("Location: dashboard.php");
    } else {
        echo "Invalid credentials";
    }
} catch (PDOException $e) {
    die('Database error occurred');
}
?>
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To allow scripts, css, and form actions only from your my website:

<meta http-equiv="Content-Security-Policy" content="default-src 'self'; script-src 'self'; style-src 'self'; form-action 'self'">

this configuration ensures that scripts, styles and all resources come only from the website, and it significantly reduces the risk of XSS and phishing attacks by enforcing same-origin policy for key elements.

