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D333 Task 1 
Ethical Technology Use Scenarios


For Task 1, please select one scenario concerning the ethical use of technology from the options below.


1. Homeowner Association Uses a License Plate Reader
A homeowner association (HOA) installs a license plate reader system at the entrance to its neighborhood. The technology is designed to scan every vehicle that enters and exits the area, logging license plates for security purposes. While the HOA asserts that the system is solely for tracking unauthorized vehicles or potential criminal activity, residents and employees raise concerns about its potential misuse. Workers within the HOA have noted that there is no clear policy on how long the data is stored or who has access to it. 

2. New Social Media Platform Boosts News Stories
A new social media platform is being designed to help users stay informed by promoting trending news stories and putting them at the forefront of their feeds. The platform’s algorithm currently prioritizes content based on its ability to generate high engagement, often giving precedence to sensational or controversial stories. These stories frequently include unverified claims or outright misinformation, which can be misleading or damaging to public discourse. The platform’s users may unknowingly share and discuss these stories, contributing to the spread of false narratives. 

3. Healthcare Provider Stores Data
A large healthcare provider experiences a significant data breach, exposing the personal health information of millions of patients, including sensitive data such as medical histories, test results, and contact details. This breach sparks widespread concern, as many affected individuals worry about the potential misuse of their personal information. In response, the company takes immediate action to secure the compromised data and notifies all affected individuals, offering them credit monitoring and guidance on safeguarding their information. An internal investigation reveals that the company had failed to encrypt critical sensitive data stored in its database. This oversight significantly heightened the risk of unauthorized access and breach.

4. Manager's Unintentional Email Disclosure
A manager in a midsized company is responsible for maintaining confidential employee records, including salary information. In a rush to respond to a colleague's request, the manager mistakenly sends an email containing a detailed list of all employees' salaries, bonuses, and performance evaluations to the entire department. The list includes sensitive financial information that was never intended to be shared, including disparities in pay across different job levels. The manager immediately realizes the mistake and attempts to retract the email, but by then, several employees have already viewed the sensitive information.

5. AI-Driven Hiring System
A major corporation implements an AI-driven system to streamline its hiring process. The AI is programmed to analyze resumes and assess candidate suitability based on certain criteria, such as education, experience, and skill set. The system fails to properly accommodate candidates with disabilities, such as those requiring assistive technology or alternative formats for their resumes. As a result, the AI system automatically filters out these candidates, even if they are highly qualified for the position. The company has received complaints from advocacy groups, but the HR team continues to rely on the AI system without any adjustments.
[image: ]
PAGE 1

PAGE 2
image1.jpg
{8 WESTERN GOVERNORS UNIVERSITY.





